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EXECUTIVE OFFICE OF THE PRESIDENT '63‘09"%
OFFICE OF M o GEMENT AND BUDGET

DATE: [\UG 8 1875 » ' WASHINGTON, !JD‘C‘.A 20402

REPLY TO

ATTN OF ISD

SUBJFCT: Implementation of the Privacy aAct of 1974
. Agency Privacy Liaison Representatives

Attached for your information are several documents
which may be helpful to your efforts to implement
the Privacy Act of 1974.

o Pwo recent opinions rendered by the Department of Justice
on the relationship of the privacy Act to the Freedom
of Information Act and several other statutes: '

o A series of documents pertaining to implementation of
the Privacy Act by OMB.
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l)rvu*h' ASSISTANT ATToRNY G
QOrFicE 0F LEQAL COUNSEL
Depurtment of Hustice
ﬁ]ats}pﬁg'ﬁm .(d... 20530

JUL 16 1975

Mr. Robert P. Bedell

Assistant General Counsel
Office of Management and Budget
Washington, D. C. 20503

Dear Bob:

This is in response to your request for informal
_v1ews concerning the relationship of the confidentiality
provisions of the Railroad Retirement Act to the P:Lvacy
Act of 1974.

Jku*j'  Recognizing the impossibility of reconciling the
v Privacy .Act of 1974 with any other law, we offer the follow-
ing observations.

The access provisions of the Privacy Act, 5 USC 552a(d)
deal with an individual's access to records concerning him-
self. The Act expresses little concern for the privacy of
third party sources of information. The relevant provisions
of the Railroad Retirement laws, on the other hand, deal
with the confidentiality of certain types of 1n‘ormation -
regardless of who seeks it. The Privacy Act is later in
time and more specific as to the individual access, The
Railroad Retirement laws, while earlier in time, deal morc
specifically with certain information but not with individ-
ual access to medical information.

Under the circumstances, the normal rules of statutory
construction are of little help: (1) The Privacy Act as
later in time prevails; (2) repeals of earliexr acts by
implication are not favored and the Railroad Retirement
laws prevail; (3) dealing with individual access, the Privacy
Act is more specific and therelfote prevalls (ﬁ\ cealjpo
with only Railroad Retirement records and heing more specific,
those laws prevail. It is a typical Privacy Act problem.

Approved For Release 2003/08/20 : CIA-RDP84-00933R000300240012-2



Approved For Relegse 2003/08/20 : CIA-RDP84-00933R00Qg00240012-2

Assuming the law to be insoluble, I would suggest
that the safer course is to follow the Privacy Act while
taking full advantage of 5 USC 552a(£)(3). It may serve
the same purpose as the Railroad Retirement law (45 USC 362)
and is less likely to produce litigation.

I wish the Railroad Retirement Board good luck in
any case. : :

Sincerely,

PRy P
B B & e i,

.
o o R s N
AL Qe g

!
!

f/"'vt‘
.~ Mary.C. Lawton
Deputy Assistant Attorney General
Office of Legal Counsel
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¥eade Whitaker, fsg, o
Chief Counsel JJL{%C;Q[S
Tnternal Revenue Saxrvice

ashington, D.C. 20224

Dear Mr. Whitaker:

in a letter dated April 14, 1975, ﬁaheld T. glﬁﬂ':qn,
Directox . of your Disclosure Division, xmﬂuestad oux yiaws

‘ a5 to whether the Privacy Act. of 1974, ? L.ﬁg3~3;? is the
Taes oL prelusive avenus available to an Individunl who seeks
i gowar“menb fecords ‘about himsel¥, ox whether the Freadom
e {4 () -

Tnforwation Act would 2130 be svalilable for ¢his purpose.

ther the literﬂl 14n»uaga pi the

: iwve historxlies provide a clear answse
Tion. Lhﬁ Fraedom of Information Ack provides .
mont records are svallable to “any person’ who xeg ;#* peatats
unless rhay £l into one »f nine exempl cal

N d
v{‘nx
- ﬂ' iP'

i ownioh

, En
ciaae the agency may, bduk need ooh, wefuse 2. The
Privacy Act authorizes an individual? o aeords
pertaining to himself snd seek eorrection rorords,
subject Lo two goneral snd seven speclfic oxe N3, Ane
Treedom of Toformation Act, having been passe A

First, makes no reference to the fx,vmﬂy Act. The Prlva

Act makes only two direet ?bLPrde“Q to the Fresdom of

Information Acn. New sectlon 5 H.8.0. 532a{d){2) permita

digelosure of Megarda about an Individual withour his prior
v»p- o

consent Lf disclosure wonld e reguired by the Freodom of

Informntion Ack. Subsection (q} of The same sectlon spacilieos

that an agency may not use 3 Freedowm of Informarion Act
oxempihion to deny an individual access to £illes about biw
that would be available uander the Privacy Act. U
is made of the poszibility thar an individual miy!
recprds undexy boih Acks.
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It should be noted that an earlier versi
privacy bills did address itis que stvon. Section 205
H.R. 163]3, as 1t passed the Senate on HNovember 22, 1
spacifled:

it

Fothlng in this Act shall be construed to permit
the withholding of any persomal Information which is
otherwise required to be disclosed by law or any
regulation thereuander,

This language would have assured that information avaiilsble
under the Freedom of Information Act would contioue to be
avallable, to the indlvidual as well as to third parties,
degspite any broadex exempilon in the Privecy Act. The
omlszion of this language from the f£inal enactment sughests
thart Congress ultxmztzly desided tba* the Privacy Act
exemptlons should govern exclusively, although the omission
is wot explalred in the legislativa hisitery of the version
that f;aaély paszed.

!

Bince no cleax reason 1s given for tha omisciow of this
la%yﬂagm in the legislative history, 1t wmight be argued that
the two Acks wexe nevertheless Intended to provi&e aleernate
or cduplicate remadies for an individuel who szesks access to
rozords about hiamself. In ouyr view, however, 2 readine of
the two Acts 273 3 whole and cam"xdora*son of thelr orﬂztical
applicarion leads to a o m;rafy e Lylms4an, naxely, that
Lha P“*V“Cj Act is the exclusive remedy for an individual
who seeks records about himself comtalned In 2 systew of
Tewords ao*axaé by tha Privacy Aet.

.

- X .-h -
application

here would bhe no
ok wo Acts to fhe sana
Priveny Act were mevaly to
a 5

134 C‘O: A

w - ':) o
lready provides. ‘Then one might reagonably puseri that n
regques was free o P”oﬂﬁéd under the older legisiazion --

-
=y

e By -
tadn stlll more by procesding wadexr ithe newer.
- L . ) e Lo

18 true that roomosh *aﬂpesfs the Privacy Act exvauds

T e - - ” el
Ty Mo e vy aonirdeys Iy - ds s e -
p, the PEIION Sepxing hls own reooxd: 5 bul in several
[s 3 R
ESe

petts, the Privacy Act also

L b SN,
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limitations upon agcess, be;snd vhat the ¥FOU Act would
auninorize. For cexample, undex the FOL Act an Agency counld
prov&dm nersonal £lles to a personm claimiwv o e theilr
“wo;aCf without rgqulrlnﬂ him to produce solid proofl of
his Ldpnwiby, subgection (£){2) of the Qrivmuy Act, however,
authorizes the ecgrablishment of verificarlon procedurcs.
Simllarly, under the FOIL Act an agency would not be able
to withnhold medical Information from its subject merely
cause it derermined that disclosure would be harmful to
Aim; whereas subsection (£)(3) of the Privacy Act pexrmits
n agensy to restrict cextaln disclosures to the reguesting

3‘ (o

1

£

subject 5 paysicilan rathexr than making them to the ;ubg@ct
himself. Finally, mention might be made of the Privacy Act'

pronibitlon on access to information compiled in sunticipation
of a civil proceading. Subsectlon (d)(5). It is entipely
lmplausible that such substantial protections ag these were
Iatended only to apply to the Incremental access which the
Pyrivacy Act provides beyond that of the ¥OI Act -~ so that
they could be entlrely avolded if the FOI Act slone were
tﬁe basis of the request. It seewms clear that they were
nacted as- desirable provisions in and of themselwes, rather
tnan a5 mere Limltatitouns upon the relatively small broadening
of aeccess achieved by the Lr5Vﬂ¢y Act. If they are to ba
siven such independent effect, they must be held applicable
Just those giting

Te.

to all requests by f£ile sublects and not
the Privacy Act rather than the FOI Act.

Anothexr substantial obstacle to the theory that the FOIL

Act and the Privacy Act afford 2ltermative foras of procedures
is the fact that neither Act vequires the requestay Lo
identify the statutory provisilons undeyr waleh hia vegquest

is wade -~ and In fact maay (if nok most) current FOIL raguests
do not contain such i?ﬁﬂtﬁilsation. Withoutr specification,

it would be Impossible to determine which Act o varticular

request welied wpon; and Lt Is utrerly implausible that

Congress intended substantilal effects to stitach ot merely
to a Code citatlon, but Lo an executive or judicial surmise
concerning which citation the requester would have used if
he had used ona. ‘

Concuxrent Aoplication

0f course the foregoing objections could bhe overcos
the Privacy Act wexre to be considered not ravely an Hltsg“dutvg

-
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to the FOL Act but a supplement to it «=- that is, 1f both
the FOL Act and the Privacy Act were to be considered appli-
cable shioultaneously to all reguests by file subjects. Other
provisions make it clear, nowever, that the two acts simply
cannot be xead entirely together.

~ For example, the Privacy Act, while preseribing tine
limits for the correction of Yecoxds, prescribes no limits
on the agency deelsion to zyant or deny access to vecords,.
The FOY Aet, on the other hand, sets tigid limlis on the
decision to grank or deny access. 1/ Furtherwore, the ¥OI
Act provides that no exhaustion of adminlstyrative remedies
Is requived if its time limits are not wel; the Privacy
Act, belng silent on the subject, presumably requires
exhaustion of administrative remedles. 2/ The FOI Act requires
notice, upon denial of access o records, that the individual
may appeal that decision within the ageney. The Privacy Act
requlres nelthex the Internal apveal 1tself nor any notice
of further vizhts after denial. 3/ A party denied records
unadex the ¥OI Act may obtaln injunctive rellaf and costs
and attorneys fees; no specific statute of iimitations is
provided, Slmilar relief is available under the Privacy
Act but there is a two~yaar statube of 1imit3timn3,'g/

0L course one might maintaln that the two Acts were
weant Lo be cumelative where not inconsistent, bubk where
Inconslsient the provisions of the later Act would srevall.
Such an interpretation is cast into doubr by subsection (q)
of the Privacy Act which specifically states that the FOT Act
excxptions from disclosure cannot be used to deny an Individ-

nal access to files abont himself, There wounld be no nead for

1/ Compare 5 ¥.S8.G. 552a(d) (1) with 5 U.B.C. 552(a)(5).
2/ Compare 5 U.5.C. 552(a)(8)(C) with 5 U.5.C. 552a(d)(L).
3/ Compare 5 U.8.C. S52(a){8)Y(AY (L) with 5 U.5.C. 352a(){L).

4/ Compare 5 U.8.C. 552(a) (&) with 5 U.5.0. 552a(g) (5).
"4%
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suen o provision 1€ zld L“eonsisﬁ anciez between the two
acty ware to be regolved in Lavor of the i ¥4

Attempting to read %hp o acts as cumelative, at
least in part, creates a schems of enormous comw~"v1ty“
If they ave to be read a8 complementa rg *%caut wnare
incons ?steﬁt, it becowes nseessary o determine when that
inca§3}sten¢y ?ﬂiStSu For example, is the 92 vacy Act
provision permitiing special dizelosure tosiries:
medleal records -- limiting dizclosure o a physisia
can istent with the FOL provision on diselcsure? Does

2 U.5.C. 337a(q) mEan not Oaly that the (b){(5) exenpt £36n
o# FOI canuot be used as a basis fax'éeny?né records bul
also that the (B)(3) e: *ﬁea; on for statubory restrictions
on dlsclosure ls unavai |

5]

zi
on ia b3a{_§/ Does the fast rhat tha
Privacy Act does aolt meguire ap administrarlve aope

-vac £ al from
a dendal of access overrzule ths FOY reguirement tha% suen
an appeal be provided and notice of ite availlshizi Ty be
T 2a : be
given ne remuester? Reading the acts bU“ULd:qva&Vw when

#133 fhe adninistrative rewedies be oxhausted for DUTROSeS
0L seslking judleial voview? 1T records are provided to fhe
huﬁiv}uuai, what fean wmoy be charged? 7/ :

5/ Gf1course, the provision 1s also somewhet pupers <
“vnder the Theory that the Privacy Act is ewelusive. bu
i' feems to b2 less so. If an ¢£€fi¢?i£ Eyuuhakip’ Dht
established, whereby BOme provisions of th
sould aupersede thoge of the eard 5—», but other
ﬂOL, one would expect moxe than a sincie exores
38

{‘D"<1

the practical operation of such SHU“?OPLhT £
horevﬁr, that the entire Privacy Act was ve:

cxelusive, subsaction {g) can be sesn asz a DREWNEL SUREeT -~
xlualﬁ but understandable afflrmatlon of ex clesivicy in )
a partlcularly important aresn. ’ )

'g/ Under the Veterans Administration Statute, 33 U¥,.8.¢
recoxrds are not avallable ro the wveras van, 1T digel
would De dnjurlous o hiz physical or rental Lealih., Imdor
¥01L, such records would be cxempt from d*“ci aure undex
5 U.5.C. 552(b)(3) o ”

~= records exempt by stature. Whar
ig tﬂpl” avallabilicy wder Privacy APtP

‘“i

7/ The POI Act permlis fees to ba charged for the costs ol

both search and dupliecation. 5 U.5.C. 552{aY{4Y.  Under
the Prix acy Act only rvnlLen?ion fees Nexcliuvdine seaveh

may be chazged. 552a(F) (5).
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Courts and adminlstrators should not be east upon this
sea of uncertalnty without a clear expressilon of congressional
iatent to that effect. That dees not exist In the present
case. 'To the contxary, in our view the Privacy Act bears
every evidence of having been regaxded as a self-contalned
unit, ewbodying all regulrements that Congress intended,
fyrom definitions to orovislions of judiclal review. It is,
in our view, intended to be excluasively applicable to all
cages in which an individual regquests records Zrom a system
of records covered by the Privacy Acg, afier the date on
wnich it comes into effecti. -

Sincerely,

Mayy C. Lawton .
Deputy Assistant Attorney Generval
Office of Legal Counsel

- 6 -
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WASHINGTON, D.C. 20503

August 7, 1975

MEMORANDUM FOR ASSISTANT DIRECTCRS, ASSOCIATE DIRECTORS AND
DEPUTY ASSOCIATE DIRECTORS

SUBJECT: Privacy Act of 1974

As a result of the provisions of the Pr;vacy aAct of 1974,
certain changes must be made in the maintenance of

information on individuals within the Divisions and OIfices:

of OMB. The net effect of these changes is to place certain
proh;bxtlons on the type of recoxrds maintained by the
Divisions and offices in order to comply with those sections
of the Act dealing with safeguards, unauthorized disclosure,
routine uses, etc. In order to secure the information
contained in these records it will be necessary after
September 27, 1975 to contact the offices, listed below,
Requests to access these records will Dbe handled in
accordance with the Office's rules and regulations on
individual privacy. The procedure for records disposition
are as follows:

1. Send to the Personnel Office:

a. Regume's, OSF 171's, etc, on applicants for
employmenf with OMB.

b, Files on employees containing such material as
copies of employee evaluations, SF 50's, SF 52°%s, memorxanda,
etc.

c. Employee Recoxd Cards SF 7B.

d. copies of evaluvations of former enmployees.

e. copies of training request for employees.

2. Send to the Budget and Management Office:

a. all copies of the time and attendance cards

~

b. copies of trav 1 Requests, vouchers, or give to cach

employee,
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¢, Any other records dealing with travel, payroll,
leave, etc. that contain information pertaining to an
individual. ‘

3. Send to the Security Officer all notices of security
clearances or deterxminations, including OMB Form 45,

4., Send to Records Officer all copies of the OMB Staff
Roster.

The records 1listed above represent those identified by the
Records Unit during its recent survey. It is possible,
however, that there are a number of records on individuals
being maintained that were not identified by +the Records
Unit., Division officials should be cautioned that the
maintenance of such records may result in civil and ¢riminal
penalties.
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ABugust 7, 1875

OFI'ICE OF MANAGEMENT AND BUDGET

TO OFFICE OF MANAGEMENT AND BUDGET STAFF

SUBJECT: Restrictions on use of Computgrs for processing
personal data

The Privacy Act of 1974 (P.L. 93-579, 5 U.S.C. 552a) establishes
a number of requirements dovcrnlnd Federdl agency oer°ona1
record~keeping practices. Th nmemorandum establishes

policies and ICSpOﬁSlbl11t1LS for implementing the reguire-
ments of the Act in regard to:

° maintenance of personal data by OMB staff on the OMB
computer, other agency computers ox commelcwaT computer
time-~sharing services, and

° use of the OMB computer for per"onai data by other
agencies.

Except as otherwise noted, the provisions of this memorandum
are effective September 27, 1975.

1. OMB personnel. shall not maintain any individually
identifiable data on any computer unless

a. a positive determination has been made that the
system of records is not 'subject to the provisions
- 0f the Act, or

b. a system notice consistent with the provisions of
5 U.S.C. 552a(e) (4) has been published in the
Federal Register, and "appropriate administrative,
technical, and physical safeguards to insure the
security and confidentiality of records and to
protect against any anticipated threats or hazards
to their security or integrity which would result
in substantial harm, embarrassment, inconvenience,
or unfairness to any individual on whom information
is maintained" (5 U.S.C. 552a(e) (1)) have been
established,

Written justification to substantiate a determination
that a system of records is not subjcct to the Act

shall be developed by the office or division ve9p0ﬂ91nle
for the system of records and submitted to the Assistant
to the Director for Administration for review, coordinaw
tion and approval.
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System notices consistent with the provisions of

5 U.8.C. 552a(e) (4) shall be preoared and coordinated
in accordance with procedures established by the
Assistant to the Director for Adninistration.

The office or division re%pon01ole for maintaining the
system of xr¢:ords shall be respongible for developing
and documenting requirements for safeguarding data
consistent with the provigions of 5 U.S.C. 552a(e) in
coordination with the Assistant to the Director for
Administration and the Deputy Associate Director for
Information Systems.

2. The OMB Computer shall not be used for processinv any

1nd3v1&ually identifiable data for other agencies unies

the uQ1ng agency has .

a. prov1ded certification that the system of records
is not subject to the Act,

b. provided evidence that it has published all rules,
notices and otherwise met all requirements of the
Privacy Act, and

¢. the data safeguard reguirements to be met by the
OMB computer center have been documented and
concurred in by the Deputy Associate Director for
Information Systems.

3. Minimun standards for maintaining any 1ndLV1dua 1y
identifiable data on the OM3 computer and rules of
conduct for persons involved in the design, development,
operation or maintenance of personal data syqtomc on
the OMB computer shall be established by the Deputy

. Associate Director for Information SysLem“ by
August 31, 1975.

4. All interagency computer sharing agrcvmonts to which

. OMB is a party and all contracts for computer scervices
shall include privacy safeguard provisions concurred
in by the Assistant to the Director for Adminigtration,
the General Counsel and the Deputy Associzate Dircchor
for Information Systems. ALL current agreements oxr
contracts shall be amended to provide such provisions
prior to September 27, 1975.

5. The Deputy Associate Director for Informaticn Sys

tomag
shall take nccessary steps to remove all data files
from the OME computer which do not meet +he policies
ané criteria established herein by September 27, 1975.
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OMB PROPOSLED RULES FOR IMPLEMENTING THE ACT

Notice is hereby given that the 0ffice of Management and

Budget (sometimes hereinafter referred to as OMRB) is
considering promulgating Chapter III, Part 1302 of Title 5,
Code of Federal Regulations,. The proposed regulations

implement the provisions of section 5 U.S.C. 552a({f), Public
Law 93-579 of December 31, 1974 (the Privacy Act of 1974)
(¢8 Stat. 1896). :

Interested persons are invited to submit written comments,
suggestions, or objections regarding these proposed rules to
the Assistant to the Director for Administration, O0ffice of
Management and Budget, Washington, D.C. 20503, All relevent
material recelived efore September 12, 1975 will be
considered. AlLl written comments received will be
available, ‘upon request, for public inspection at the above
address only between the hours of 9:00 a.m. and 533 o2 1N
londay through Friday (excluding legal Federal holidays),
during the 30-day period described above, and foxr 10 days
thereafter.

Section 1302 is proposed as follows:

1302.1. Rules foxr determining if an individual is the

subject TOf A  record. Individuals  desSiring to know iT a

Spoecific System of records maintained by +the Office of
Management and Budget contains a record pertaining to them
should address their inguiries to the Assiztant to the
Director for Administration, Office of Management and
Budget, Washington, D.C. 20503, The written inguiry should
contain a specific reference to "the system of recoxds
maintained by OMB listed in the OMB Notices of Systems of
Records or it should describe the type o0f record in
sufficient detall +o reasonably identify the system of
records, Notice o0f OMB systems of recoxrds subliect to the
Privacy Act will be made in the Federal Register and copiles
of the notices will be avallable upon request to the

Assistant to the Dircctoxr for Adminigstration when SO
publishead, A compilation of such notices will also be made
and published by the O0ffice of Federal Register, in

accordance with section 5 U.S.C. 552a(f).

At a minimum, the reguest should also contain sufficient
identifyving information to allow OMB to determine 1i1f there
ig a record pertaining to the individual making the reguest
in a particular system of records. In instances when the
identification is insufficient to insure disclosure to the
individual to whom the information pertains in view of the
sensitivity of the information, OME wreserves the right to
solicit from the requester additional identifyving
information.
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Ordinarily the requester will be informed whether the named
system of recoxrds contains a record pertaining to the
requester within 10 days of receipt of such a request
(excluding Saturdays, Sundays, and legal Federal holidays).
Such a response will also contain or reference the
procedures which must be followed by the individual making
the request in oxdexr to gain access to the record.

Whenever a response cannot be made within the 10 days, the
Assistant to the Director for Administration will inform the
requester of the reasons for the delay and the date by which
a response may be anticipated, -

1302.2. Requests for Access.

a. Requirxement for written requests, Individuals
desiring = Lo gain access to a record pertaining to them in a
system of recoxrds maintained by OMB must submit +their
request in writing in accordance with the procedures set
foxth in paragraph b, below. Due to security measures in

ffect in both the 0ld and New Executive Office Buildings,
requests made . in person (walk-ins) cannot be accepted,
except that individuals who are employed by the Office of
Management and Budget may make their request on a regularly
scheduled workday (Monday through Friday, excluding legal
Federal holidays) between the hours of 9:00 a.m., and 5:30
P.It, Such requests for access by individuals employed by
OMB need not be made in writing,

b. Procedures.

(1) Content of the Request, The request for access
Lo a record in a system of records shall be addressed to the
Assistant to the Director for Administration, at the address
cited above, and shall name the system of records or contain
a description (as concise as possible) of such system of
records. The request should state that the reguest is
pursuant to the Privacy Act of 1974, In the absence of such
a statement, if the request is for a record pertaining +to
the requester maintained by OMB in a system of records, the
request will be presumed to be made under the Privacy Act of
1974, The request should contain necessary information to
verify the identity of the reqguester (sce paragraph b(2) (L),
below). In addition, the requester should include any other
information which may assist in the rapid identification of
the record for which access ig being requested (e.g., maiden
name, dates of employment, etc.) as well as any other
identifying information contained in and reguired by the OMB
Notice of Systems of Records.
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If the request £for access follows a prior request under
section 1302.1, above, the same identifying information need
not be included in the request for access if a reference 1is
made to that prior correspondence, or a copy of the OME
response Lo that request is attached.

€f the individual specifically desires a copy of the recoxd,
the request should so specify. See section 1302.%, below.

(2) OMB action on reqjest. A request for access
will ordinarily be answered within 10 days, excepi when the
Assistant to the Director for Administration determines
otherwise, in which case the reguester will be informed of
the reason for the delay and an estimated date by which the
request will be answered, When the request can be answered

within 10 days, it shall include the following: !
(a) A statement that there i a record as
requested or a statement that there is not a record in the

system of records maintained by OME

(b) a statement ag to whether access will be
granted only by providing a copy of the xrecord through the
mails: or the address of the location and the date and time
at which +the record may be examinad., In the event the
requester is unable to meet the specified date and time
alternative arrangements may be made with the O.fl”la&
specified in 2b (1) above;

(c) a statement, when appropriate, that
examination in person will be the sole means of granting
access only when the Assistant to the Diracton for

.

Administration has determined that it would not unduly
inpede the requester's right of access.

(d) the amount of fees charged, 1f any {(see
section 1302.4 and 1302.7 below) (Fees are applicable only to
requests for copies.):

(e} the name, title, and telephone nuubexr oI
the OMB official having operational contyrol over the record;
and

(£) the documentation required by OMB to
verify - the identity of the reguester. At a nininum, OMB's
verification standards include the following:

(1) Current or former OMP Enployees.,
Current ox former OMEB enployees requesting :
recoxd pertaining to them in a system of records maintained
by OMB may, in addition to the other requirvements of this
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section, and at the sole discretion of the official having
operational control ovexr the record, have his ox her
identify verified by visual observation. If the current orx
former OMB employee cannot be so identified by the official
having operational control over the records, identification
documentation will be reguired, Employee identification
cards, annuitant identification, driver licenses, or the
"ecmployee copy" of any official personnel document in the
record are examples of acceptable identification validation.

(2) Other than current ox  former OMB
employees., Individuals o%her than current or former OMB
omployeos requesting access to a record pertaining to them
in a system of records maintained by OMB must produce
identification documentation of the type described in
2(£) (1), above, prior to being granted access. The extent
of the identification documentation required will depend on
the type of record to be accessed. In most cases,
identification verification will be accomplished by the
presentation of two forms of identification. Any additional
regquirements will be specified in the system notices
published pursuant to 5 U.S5.C. 552a(e) (&),

. (3) Acce“s granted by mail, For recoxrds

to be accessed by mall, the Assistant 0 the Director for
Administration shall, to the extent possible, establish
identity by a comparison of signatures in situations where
the data in the record is not so sensitive that unauthorized
access could cause harm ox embarrassment to +the individual
to whon they pertain. No identification documentation will
be required for the disclosure to the requester of
information required to be made available to the public by 5
U.s.C. 552. When, in the opinion of the Assistant to the
Director for Administration, the granting of access through
the mail could reasonably be expected to result in harm or
embarrassment 1f disclosed to a person other than the
individual to whom the record pertains, a notarized
statement of identity or some similar assura nmee of ddentity
will be required.

, (4) Unavailability of - identification
documentation. If an individual dis unable  to  produce
adequate Ldontlflcatlon documentation the individual will be
required to sign a statement asseriting identity and
acknowledging that knowingly or willfully seeking or
obtaining access to records about another person under false

pretenses may result in a fine of up to $5,000. In
addition, depending upon the sensitivity of the records
sought to be accessed, the official having operational

control over the f(COfdu mey reguire such further reasonable

assurances as ma be considexred r ; > e G
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statemnents of otherx individuals who can attest o ~he
identity of the requester,

(5) Access by the parent of a wminer, oY
legal gquardian. A parent  of Ta  minor, ~upon presenting
Suitable personal identification, may access on behalf of
the minor any record pertaining to the minor naintained by
OMB in a system of records. A legal guardian may similarly
act on behalf of an individual declared to be incompetent
due to physical or mental incapacity or age by a court of
competent jurisdiction, upon the presentation of ‘the

documents authorizing the legal guardian to so act, and upon
suitable personal identification of the guardian.

(6) Granting access when accoxpanied by
another individual. When an indiviaual requesting access Lo
his  or Ther record in a system of records waintained by OM3
wishes to be accompanied by another individual during the
course of the examination of the recoxd, the individual
making the request shall submit to the official having
operational control of the record, a signed statement
authorizing that person access to the recoxrd,.

(7) Denial o0f access for inadeguate
I, . e DECs L S oo bt A
identification documentatlon. TF "Fhe oOftficizl having

operation control over the records in a system of recorcs
maintained by OMB determines that an individua
access has not provided sufficient identis
documentation +to permit access, the official shall

with the Assistant to the Director for Administration priox
to finally denying the individval access.

(g) Medical records. The records in a svsten
of records which are medical records shall be disclosad o

the individual to whom they wpertain in  such mannex and

following such procedures asg the Asaistant Lo the Director
for AMministration shall direct, When OMB, in consultation

-

with a physician, determines that the disclosure of nedical
information could have an adverse cffect upon the individual
to whom it pertains, OMB may transmit such information to a
physician named by the individual,

(h) Exceptions. Nothing in this scction shall
be construed to entitle an individual the right to access Lo
any information compiled in reasonable anticipation of =&
civil action oxr proceedings,

1302.3. Acccss  to the  accounting  of disclosuyes from
records. Rules governing the granting oI accoess to the

accounting of disclosures are the same as those for granting
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access to the recoxrds (including verification of identity)
outlined in section 1302.2, above.

1302.4. Requests for copies of records Rules governing
requests for copies of recoxds are {he s sgme as those for the
granting of access to the records (including verification of
identity) outlined in section 1302.2, above. (See also
section 1302.7 for rules regarding fees.)

1302.5. Requests to Amend Records.

a. Requirement for written roque ts. Individuals
desiring to amend a record that pertaln to them in a system
of records maintained by OMB, must subnit their request in
writing in accordance with the procedures set forth herein
unless this requirement is waived by the official having
responsibility for the system of records. Records not
subject to the Privacy Act of 19784 will not be amended in
accordance with these provisions, however, individuals who
believe that such records are inaccurate may bring +this to
the attention of OMB.

b. Procedures.

(1) (2} The request to amend a record in a systen
of recoxrds shall be addressed +to the Assistant to the
Director for Administration. Included in the request shall
be the name of the system and a brief description of the
record proposed for amendment. In the event the requ st to
amend the record is the result of the individual's having
gained access to the record in accordance with the
provisions concerning access to records as set forth above,
copies of previous correspondence between the requester and
OMB  will sexve in lieu of a separate description of the
recoxd, '

(b) When the individual's identity has been
previously verified pursuant to section 1302.2(2) (£) herein,
further verification of 1gvnb1ty is not required as long as

the communication dos not. ~suggest that a need for
verification has reaypear-d. If the individual's identity
has not been previously verified, OoMB  may require
identification validation as described in section
1302.2b1(2) (£). Individuals desixing assistance in the

preparation of a request to amend a record should contact
the Assistant to the Director for Administration at the
address cited above,

(c) 'The exact portion .of the record the
individual seeks to have amended should be clearly
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chould also be set forth, or at a minimum, the facts which
the individual believes are nolt accurate, relevant, timely,
or complete should be set forxrth with such particularity as
to permit OMB not only to understand the individual's basis
for the request, but also to make an appropriate amendment
to the record.

(d) The request must also set forth the
reasons why the individual believes his recoxd 1s not
accurate, relevant, timely, or complete. In oxder Lo avold
the retention by OMB of personal information merely to
permit verification of recoxrds, the burden of persuading OMD

to amend a record will be wupon the individual, The
individual must furnish sufficient facts to persulade the
official in charge of the system of the inaccuracy,

irrelevancy, timeliness, ox incompleteness of the recoxd.

(2) OMB action on the request. To the extent
possible, a decision upon a requést to amend a recoxd will
be made within 10 days, excluding Saturdays, Sundays, and
legal Federal holidays. In the cvent a decision cannot be
nade within this time frame, the individual making the
request will be informed within 10 days of the expected date
for a decision. The decision upon a request for amendment
will include the following:

(a) The decision of the Office of Managenent
and Budget whether to grant in whole, or deny any part of
the request to amend the recoxd.

_ (b) The reasons for the determination for any
portion of the request which is denied.

(cy The name and address of the official with
whom an appeal of the denial may be lodged.

(@) The mname and address of - the official
designated to assist, as neccessary, and upon reqguest of, the
individual making the request in the preparation of the
appeal.

(e) A description of the review of the appeal
within -OMB (sece section 1302.6 bhelow).

(£y A description o©f any other procedures
which may be regquived of the individual in order tOo Process
the appeal.

1302.6. Request for review, Tndividuals wishing to request
a review of Tthe decision by OMB with regard to an initial
request to amend a recerd in accoxrdance witl the provisions
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of section 1302.5 above, should submit the reqguest for
review in writing and, to the extent possible, include the
information specified in subsection a, below. Individuals
desiring assistance in the preparation of their request for

review should contact the Assistant to the Director for
Administration at the address provided herein,

a. The reguest for review should contain a brief
description of the record involved or in liecu thereof,
copies of the correspondence from OMB in which the request
to amend was denied and also the reasons why the requester
believes that the disputed information should be amended.
The request for review should make reference to the
information furnished by the individual in support of his
claim and the reasons as required by section 1302.5 above
set forth by OMB in its decision denying the amendment.
Appeals filed without a complete statement by the requester
setting forth the reasons for the review will, of course, be
processed. However, in order to make the appellate process’
as meaningful  as possible, the requester's disagreenent
should be understandably set forth. In order to avoid the
Sunnecessary retention of personal information, OMB reserves
the right to dispose of the material concerning the request
to aménd a record if no request for review in accordance
with this section is received by OMB within 180 davs of the
mailing by OMi of its decision upon an initial request. A
request for review received after the 180 day period mray, at
the discretion of the Assistant to the Director for
Administration, be trcated as an initial request to amend a
recoxrd.

b. The request for review should be addressed +o the
Assistant to the Director for Administration.

¢. Upon receipt of a request for review, the Assistant
to  the Director for Administration will convene a review
group —composed of the Assistant to the Director for
Administration, the General Counsel, or their designees, and
the official having operational control over the record.
This group will review the basis for the requested review
and will develop a recommended course of action to the
Office's Committee on Freedom of Information and Privacy
(hereinafter referred to as the Committee), If at any time
additional information is reguired from the requaester, the
Assistant to the Director for Administration is authorized
to  acquire it or auvthorize its acquisition from the
requester.,
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d. 'The Committee is composed of:
(1) Deputy Dircctor
{(2) Assistant to the Director.for Administration
(3) General Counsel
(4) Assistant Director for Budget Review
(5) Assistant Director for Legislative Reference

(6) Assistant to the Director for Public Affairs

(7) Deputy Associate Director for Information
Systems

(8) Deputy Associate Directox for Statistical
Policy

(9) Deputy Associate Director for National Security
(10) Budget and Management Officer
(11) Personnel Officer

e. The Comnittee will review the request for review and
the recommended course of action and will recommend a
decision on the request for review to the Deputy Director,
who has the final authority regarding appeals.

f. The Deputy Director will inform the requester in
writing of the decision on the request for review within 30
days (excluding Saturdays, Sundays, and legal public

. holidays) from the date of receipt by OMB of the
individual's request for review unless the Deputy Directoxr
extends the 30 day period for good cause. The extension and
the reasons therefor will be sent by OMB to the requester
within the initial 30 day period. Included in the notice of
a decision being reviewed, if the decision does not grant in
full the reguest for review, will be a description of the
steps the individual may take to obtain judicial review of
such a decision, and a statement that the individual may
file a concise statement with OMB setting forth the
individual's reasons for his disagreement with the decision
upon the request for review. The Assistant to the Director
for Administration has the authority to determine the
"econciseness" of the statement, taking into account the
scope of the disagreement and the complexity of the issues.
Upon the filing of a proper concise statement by the
individual, any subsequent disclosure of the information in
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dispute will have the information in dispute clearly noted
and a copy of the concise statement furnished, as well as a
concise statement by OMB setting forth its reasons for not
making the requested changes, if OMB chooses to file such a
statement, A copy of the individual's statement, and if it
chooses, OMB's statement will be sent to any prior
transferee of the disputed information who is listed on the
accounting required by 5 U.S.C. 552a(c).

1302.7. Schedule of fees.

a. Prohibitions against charging fees.. Individuals
will not be charged for:

(1) the search and review of the record,

(2) any copies of the record produced as a
necessary part of the process of making the record available
for access, or : !

(3) any copies of the requested record when it has
been determined that access can only be accomplished by -
providing a copy of the record through the meil.

b. Waiver, The Assistant to the Director for
Administration may at no charge, provide copies of a record
1f it is determined the production of the copies is in the
interest of the Government.

c¢. Fee schedule and method of payment. Fees will Dbe
charged as provided Lelow except as provided in subsections
a and b above.

(1) Duplication of records. Records will be
duplicated at  a rate of .10 por page for all copying of i
“pPages or more. There is no charge for duplicating 3 or

fewer pages,

(2) Where it is anticipated that the fees
chargeable wunder this section will amount +¢o more than
$25.00, the requester shall be romptly notified of the
amount of the anticipated fee or such portion thercof as can
readily be estimated. In instances where the estimated fees
will greatly exceed $25.00, an advance deposit may be
required. The notice or request for an advance deposit
shall extend an offer to the requester to consuli with
Office personnel in order to reformulate the request in  a
manner  which will reduce the fees, yel still meet the needs
of the requester.
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(3) TFees must be paid in full prior to issuance of
requested coples. In the event the requester is in arrcars
for previous requests copies will not be provided for any
subsequent request until the arrears have been paid in full,

(4) Remittances shall be in the form either of a
personal check ox bank draft drawn on & bank in the United
States, or a postal money order., Remittances shall be made
payable to the order of the Treasury of the United States
and mailed or delivered to the Assistant to the Director for
Administration, Office of Management and Budget, Washington,
D.C. 20503,

{5) A receipt for fees paid will be given upon -
request, '
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